CVE-2022-22947 IEXIAIS(ESiH B

BladeX 2.7.2, Spring Cloud Hoxton.SR9, i@RAANCOE Gateway B /actuator/gateway , IFTVIMEXAiZimmT
EJ5 Gateway BIA], AHKR, ABFZ Spring Cloud Gateway,

SRS HRE Nacos, AMRBUX MimR. web/vue.config.js REMAMEIRICE, ETUMNERER.

—., EIEE

Nacos Group: DEFAULT_GROUP , #p#ZZSBIAANIREMEH HI namespace,

Data ID U/

blade.yaml REMEAER management R

blade-gateway.yam1 REHIE, SANSEANTES 2T
blade-gateway-prod.yam1 NEXNMHEEFARN, BARHERS. RRRENLERES

REK custom.properties, HBE Nacos HZECHIEE, XA 4= Gateway,

1. blade.yaml

R management IX—Ek, AEBYHEBE., &XREEE— MR management: , knifedj RIFEKE, FEIER
L, enable {359 true,

#5501 5 55 ity ]
management:
endpoints:
web:
exposure:
include: health,info
endpoint:
health:
show-details: always
gateway:
enabled: false

ISF=EEH Prometheus B, include BRE health,info,prometheus , AESE] *,

RIBIBASBE S _ER management: , Nacos £#27~x duplicate key management , MHsRSNLHIA—ER, RIRE L
HIX—ER.
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af://n20

2. blade-gateway—prod.yaml

management:
endpoint:
gateway:
enabled: false
endpoints:
web:
exposure:
include: health,info

HOIF(E blade-gateway-prod.yaml , HEXERREIFHEENIZI 4.

E=

BEEAmE, EEEED Gateway L, immEHESHEEM, RRIFFESASKIE, Kubernetes EIREIER
Gateway FI2EFRIA,

HitbWERESABAXNFRER AN, HERBEIR knife4]j.enable 8 openApiExtensionResolver , JiAH
blade.yaml EBfY knife4j.enable: true E7T, Ei#E45HZ] management FEH., HE—HIREEBBI.

=, WitZ=6l

<host> . <port> HERIETCIREiSIE) Gateway AUBIE, IFHENCE 10.244.198.64:30003 , LASERR NodePort &,
Ingress /9, <token> FAERMINGEIERL Blade-Auth FZEEE, BEREIEAY bearer,

=61 1: EEREEETATR

curl -i http://<host>:<port>/actuator/health

{@1g: HTTP 200, 1IEXE "status":"UuP",
6l 2: FRiR=EXH

curl -i http://<host>:<port>/actuator/gateway -H "Blade-Auth: <token>"

Bid: HTTP 404,

S HTTP 200, 3EIREBSHFISE, SORAAIBTFS, RERAENE Gateway KBS,
6 3: KR FIEEREXA

curl -i http://<host>:<port>/actuator/gateway/routes -H "Blade-Auth: <token>"
@i : HTTP 404,

oy | ==
¥IE

=ERMBIABIEETH. FMHTHEINENSE 401 FeeEEd, BRRIGIARERWI=E, inmrRefE.


af://n25
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AP 127.0.0.1:6003 ST, 6179200, 2612, 2= 3 J3 404,
=l 4: ERFKETN
curl -i http://<host>:<port>/blade-auth/oauth/captcha
BId: HTTP 200, IEXE key 1 image . FBFIFHF 000000 HEERKSMNREER—IX.

M. (ESEEHANZ

KigimR AREEIERXE N, &% Gateway EIEERICHKEAATS, BIARMSEENAEREES Gateway #Hig, #
HE Nacos BMNEARER I RERHEATIEIKH.
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